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Marlene H. Dortch, Secretary
Office of the Secretary
Federal Communications Commission
445 12th Street S.W., Suite TW-A325
Washington, D.C. 20554

Dear Secretary Dortch,

In accordance with 47 CFR 64.2009(e), please find attached the Company's Annual
Compliance Certificate for the previous calendar year, 2007. The Compliance Certificate
includes the Company's:

• Statement explaining how its operating procedures ensure compliance with 47 CFR,
Part 64, Subpart U;

• An explanation of any actions taken against data brokers; and
• A summary of all customer complaints received in the past year concerning the

unauthorized release of customer proprietary network information (CPNn·

Ifyou have any questions regarding this filing, please direct them to the undersigned.

Sincerely,

~.
Jack C. Schaefer
Comptroller

Enclosure

cc: Federal Communications Commission, Enforcement Bureau,
Telecommunications Consumers Division, 445 12th Street SW, Washington, DC
20554 (2 courtesy copies)

Best Copy and Printing, Inc., FCC@BCPIWEB.COM
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CERTIFICATE OF COMPLIANCE WITH PROTECTION OF
CUSTOMER PROPRIETARY NETWORK INFORMATION RULES

Including:

Statement Explaining How Operating Procedures Ensure Regulatory Compliance

Explanation of Any Actions Against Data Brokers, and

Summary of all Customer Complaints Received

Jon W. Cribbs signs this Certificate of Compliance in accordance with § 222 of the
Telecommunications Act of 1996, as amended, 47 USC 222, and 47 CFR 64.2009, on
behalf of Kaleva Telephone Company (Company), related to the previous calendar year,
2007.

This Certificate of Compliance addresses the requirement of 47 CFR 64.2009 that
the Company provide:

• A "statement accompanying the certificate" to explain how its operating procedures
ensure compliance with 47 CFR, Part 64, Subpart U;

• An explanation of any actions taken against data brokers; and
• A summary of all customer complaints received in the past year concerning the

unauthorized release of customer proprietary network information (CPNI).

On Behalf Of The Company, I Certify As Follows:

. 1. I am the President of the Company, and therefore an officer of the
Company. My business address is 9462 Osmo St. Kaleva, MI 49645 The Company's
Form 499 Filer ID is 808227.

2. I have personal knowledge of the facts stated in this Certificate of
Compliance. I am responsible for overseeing compliance with the Federal
Communications Commission's (FCC) rules relating to CPNI.

Statement Explaining How Operating Procedures Ensure Regulatory Compliance

3. I have personal knowledge that the Company has established operating
procedures that are adequate to ensure compliance with the FCC's regulations governing
CPNI, including those adopted on March 13,2007 in CC Docket No. 96-115.

4. The Company ensures that it is in compliance with the FCC's CPNI
regulations. The Company trains its personnel regarding when they are authorized to use
CPNI, when they are not authorized to use CPNI, and how to safeguard CPNI. The
Company maintains a CPNI Compliance Manual in its offices for purposes of training of
new and current employees, and as a reference guide for all CPNI issues. Our CPNI
Compliance Manual is updated to account for changes in law, including the FCC's most



recent changes to its regulations governing CPNI, adopted on March 13, 2007 in CC
Docket No. 96-115. The CPNI Manual contains key all essential information and forms to
ensure the Company's compliance with CPNI regulations.

5. The Company has established a system by which the status of a Customer's
approval for use of CPNI, as defined in 47 USC 222(h)(l), can be clearly established prior
to the use of CPNI. The Company relies on the involvement of its high-level management
to ensure that no use of CPNI is made until a full review ofapplicable law has occurred.

6. Company personnel make no decisions regarding CPNI without first
consulting with management.

7. The Company has an express disciplinary process in place for personnel
who make unauthorized use of CPNI.

8. The Company's policy is to maintain records of its own sales and marketing
campaigns that use CPNI. The Company likewise maintains records of its affiliates' sales .
and marketing campaigns that use CPNI. The Company also maintains records of all

. instances where CPNI was disclosed or provided to third parties, or where third parties
were allowed access to CPNI. These records include a description of each campaign, the
specific CPNI that was used in the campaign, and the products and services that were
offered as a part of the campaign. The Company maintains these records in its offices for a
minimum of one year.

9. In deciding whether the contemplated use of the CPNI is proper,
management consults one or more of the following: the Company's own compliance
manual, the applicable FCC regulations, and, if necessary, legal counsel. The Company's
sales personnel must obtain supervisory approval regarding any proposed use of CPNI.

10. Further, management oversees the use of opt-in, opt-out, or any other
approval requirements, or notice requirements (such as notification to the Customer of the

. right to restrict use of, disclosure of, and access to CPNI), contained in the FCC's
regulations. Management also reviews all notices required by the FCC regulations for
compliance therewith. Before soliciting for approval of the use of a Customer's CPNI, the
Company will notify the Customer of his or her right to restrict use of, disclosure of, and
access to, his or her CPNI.

11. The Company maintains records of Customer approval and disapproval for
use of CPNI in a readily-available location that is consulted on an as-needed basis.

12. The Company complies with all FCC requirements for the safeguarding of
CPNI, including use of passwords and authentication methods, and the prevention of access

. to CPNI (and Call Detail Information in particular) by data brokers or "pre-texters."

13. The Company, on an ongoing basis, reviews changes in law affecting CPNI,
and updates and trains company personnel accordingly.



14. The Company has not encountered any circumstances requiring it to take
any action against a data broker during the year to which this Certificate pertains .

Summary of all Customer Complaints Received

15. The following is a summary of all customer complaints received in the past
year concerning the unauthorized release of CPNI: None.

16. The Company does not at this point have any specific information on the
processes pretexters are using to attempt to access its Customer's CPNI.

Date: February 29, 2008
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Dear Secretary Dortch,

In accordance with 47 CFR 64.2009(e), please find attached the Company's Annual
Compliance Certificate for the previous calendar year, 2007. I The Compliance Certificate
includes the Company's: !
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• Statement explaining how its operating procedures enstke compliance with 47 CFR,
Part 64, Subpart U;

• An explanation ofany actions taken against data brokers; and
• A summary of all customer complaints received in the past year concerning the

unauthorized release ofcustomer proprietary network information (CPNI).
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CERTIFICATE OF COMPLIANCE WITH PROTECTION OF
CUSTOMER PROPRIETARY NETWORK INFORMATION RULES

Including:

Statement Explaining How Operating Procedures Ensure Regulatory Compliance

Explanation ofAny Actions Against Data Brokers, and

Summary ofall Customer Complaints Received

Jon W. Cn"bbs signs this Certificate ofCompliance in accordance with § 222 of the
Telecommunications Act of 1996, as amended, 41 USC 222, and 47 CFR 64.2009, on
behalfofKaleva Telephone Company (Cempany), related to the previous calendar year,
2007.

This Certificate ofCompliance addresses the requirement of 41 CFR 64.2009 that
the Company provide:

• A ~~statement accompanying the certificate" to explain how its operating procedures
ensure 'compliance with41 CFR, PaR 64, Subpmrt U;

• Anexplanationofany ,actions taken againstdatabrokers; and
• A smnmmy of an customer complaints received in the past year concerning the

unauthorized l'eleaseof,CBStomerpr0pJ!'iietary network information (CPNI).

On BehalfOfTheComDany, ICertifv As Follows:

1. I am the President of the Company, and therefore an officer of the
Company. My business address is 9462 ()smo St. Kaleva, MI 49645 The Company's
Form499 Filer ID is 808221.

2. I have persomd Imowledge of the filets stated in this Certificate of
Compliance. )( am responslDle for overseeing compliance with the Federal
Communications Commission~s(FCC)mIesreIatingtoCPNL

Statement Explaining How Operating Procedures Ensure Regulatory Compliance

3. I have personal hewledge that the Company has established operating
.procedures that are adequate to ensure compliance with the FCC"s regulations governing
CP1'N" includingthose ,adoptedgnMarcb 13,2007 inCC Docket No. 96-115.

4. The Compmy ensures that it is in compliance with the FCC"s CPNI
regulations. The Company trains its personnel regmding when they are authorized to use
CPNI, when they are not authorized to use CPNI, and how to safeguard CPNI. The
Company maintains a CPNI ConqJIiance Manual in its offices for purposes of training of
:new and cmrent em}Jl0Yees~ anil as a !reference guide for all CPNI issues. Our CPNI
Compliance Manual is updated tU aooount for changes in law" including the FCC~s most



recent changes to its regulations governing CPNi adopted on March 13, 2007 in CC
Docket No. 96-115. The CPNI Manual contains key all essential information and forms to
ensure the Company's compliance with CPNI regulations.

5. The Company has established a system by which the status of a Customer's
approval for use ofCPNI, as defined in 47 USC 222(h)(l), can be clearly established prior
to the use ofCPNI. The Company relies on the involvement of its high-level management
to ensure that no use ofCPNI ismade mttiI a full reviewofapplicable law has occurred.

6. Company peISomrel make no decisions regarding CPNI without first
consulting with management.

7. The Company has an express disciplinary pmcess in place for personnel
who make mmutho:rized use ofCPNL

8. The Company's policy is to maintain records afits own sales and marketing
campaigns that use CPNI. The Company !likewise maimains records of its affiliates' sales
and mmketing eampaigns that use CPNI. The Company alS9 maintains records of all
instances where CPNI! was disclosed or provided to tlJird parties, or where third parties
were allowed access to CPNl. These records include a description ofeach campaign, the
specific CPNl tlIat was used in the aunpaign, and the products and services that were
offered as a partofthe campaign. The Ccmpany maintains these records in its offices for a

• • ,C
mJDlmnmO:l oneyear.

'9. ID deciding whether the contemplated use of the CPNI is proper,
management consults one or more of the following: the Companrs own compliance
manual, the applicable FCC regulatio~and, ifnecessary, legal counsel The Company's
sales personnel must obtainJsupervismyappr.oval regardingany proposed use ofCPNI.

10. Further, management oversees the use of opt-in, opt-ou~ or any other
approval reqpiremen~or notice ifeqnirements (such as noDfication to the Customer ofthe
tight to restrict use of, disclosure ot and access to CPNI), contained in the FCC's
regulations. Management also reviews an notices :required by the FCC regulations for
'compliance therewith. Before saliciting for appmval ofthe use ofa Customer"s CPNI, the
Cwnpany will notiiY the Customer ofbis or her right to restrict use~ disclosure of: and
access to, his orherCPNL

11. The Company Imtil!fains records ofCustomer approval and disapproval for
use ofCPNI ina feadily-available rocatiOD! that is<:onsuttedonanas-needed basis.

12 The Company complies with all FCC sequirements fur the safeguarding of
CPNI, indudmguseofpasswoms,and.au'thenticatioD methods, and the prevention ofaccess
to CP:NI (andcan DetaillnfommliOninparticular)bydatabrokersor"pre-texters."

1.3. 'DIe C0mpany., WaD!ongomg basis", reviews changes in lawaffecting CPNI,
.aDd updates ,amitrainsoompany,personnel accordingly.



Explanation ofActions Against Data Brokers

14. The Company has not encountered any circumstances requiring it to take
any action against a databrokerduring the year to wmch this Certificate pertains .

Summary ofaU Customer Complaints Received

15. The following is a summary ofall customer complaints received in the past
year concerning the unauthorized release ofCPNI: None.

16. The 'Company dliJes not at this point have any specific information on the
processespretexteIsare usingtoattempt toaccess itsCustomei'sCPNl.

Date: iFelmmry29~ 2008


